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[bookmark: _Toc73098295]Introduction
This Clinical Safety Case Report relates to a new standard for the ‘Personalised Care and Support Plan’ for mental health. It is intended to support vendors and developers as well as healthcare organisations implementing the standard in clinical IT systems. 
The Professional Records Standards Body (PRSB) was commissioned to consult with citizens, healthcare professionals, suppliers and public health professionals to ensure that the standard meets their needs. 
The Personalised Care and Support Plan standard has been developed with a wide range of stakeholders - see Personalised care and support plan: v1.5 - PRSB (theprsb.org). 
It should be noted that this clinical safety report is necessarily limited in its scope because it is not directly related to software development or deployment. Suppliers developing software to implement these standards will therefore need to undertake their own DCB0129 Clinical Safety Case and healthcare organisations involved in the deployment of such software will still be expected to apply DCB0160. This clinical safety case report is, however, a useful reference guide for any such projects.
The report has been prepared by the Clinical Safety Officer (CSO) for the project. The role of a Clinical Safety Officer is to review the Clinical Safety Case using his/her clinical experience to judge the appropriateness and effectiveness of the risk management strategies and mitigating actions. They should have undertaken the NHS Digital training in Clinical Safety.
A total of 17 hazards were identified. None of these scored above 3 on the Risk Matrix, (see table 1, below) with 13 of them scoring 2 - an acceptable level of risk - before existing controls, and 14 scoring 2 following additional mitigations to those existing controls. Those 3 items remaining at a score of 3 – an undesirable level of risk for which 'attempts should be made to eliminate the hazard or implement control measures to reduce risk to an acceptable level' – are beyond the scope of this standard as relate to system ‘known unknowns’ e.g. eventual system design not testable in the standard.
[bookmark: _Toc73098296]System Definition / Overview
The Personalised Care and Support Plan sits as a subset of the overall Core Information Standard. It is intended to help support interoperable systems by defining an information set that can be readily shared between systems and different clinical settings.
The standard includes eight overall sections containing further details on: 
· Person demographics - The person's details and contact information.
· GP practice - Details of the person's GP practice.
· About me - a record of the things that a person feels it is important to communicate about their needs, strengths, values, concerns and preferences
· Formulation - A working clinical model of the person's condition and how services intend to support them
· Care and support plan - A record of the decisions reached between the individual and health and care professional defining their planned treatment and support
· Contingency plans - anticipatory and contingency plans
· Additional support plans - any additional support plans
· Personal contacts - The details of the individual's personal contacts.
· Professional contacts - The details of the person’s professional contacts.
During the consultation, hazards were identified, reviewed and mitigations/actions considered. The hazard log, embedded in this document and summarised below in tables 3 and 4, provides guidance on suitable mitigations for system developers and implementers. Such guidance should be considered in understanding requirements for implementation.
[bookmark: _Toc73098297]Clinical Risk Management System
The first step to preventing harm to patients through the use of these standards is to ensure a good development process that results in systems which are fit for purpose. Activities that have been carried out to clarify and address this include:
· A Hazard Workshop carried out with input from stakeholders and potential users of any such system facilitated by the Clinical Safety Officer
· Production of a hazard log for the project further revised through consultation with stakeholders
· Review of the hazard log following online consultation on the headings and any safety risks associated with any of the headings
· Review of mitigation of risks as part of the development of the standard headings and the implementation guidance
The Hazard workshop considered the following:
· What could go wrong using the SWIFT[footnoteRef:1] (Structured ‘What if?’ technique) including a rating of likelihood and consequence (see tables 1 to 4 below) [1:  https://www.asems.mod.uk/printpdf/toolkit/swift ] 

· Consideration of possible main causes
· Most likely consequences / potential clinical impact (i.e. for patient safety)
· Mitigations (and recommendations to improve patient safety) leading to a reduced residual risk
· Clarification regarding actions required and risk transferred to implementers. 
The full hazard log is embedded here:       


This hazard log comprises:
· Hazard name and description
· Potential causes
· Potential patient safety impact
· Initial hazard rating including likelihood and consequence
· Dependencies and assumptions
· Proposed mitigation
· Revised hazard ratings
Risks were scored using the risk matrix and scoring tools shown in Tables 1 and 2. A summary of hazards identified, including those deemed implementation issues is included in the following section. 
The suggested mitigations aim to address clinical safety in relation to the design of the structure and description of the content of the standard. Further mitigations will be required when the standard is implemented in electronic health record or clinical IT systems as defined by NHS Digital[footnoteRef:2]. We have flagged some risks relating to implementation in this report but expect that further mitigations will be identified as clinical risk assessments and safety cases are developed by vendors and healthcare organisations during implementation. [2:  https://digital.nhs.uk/services/clinical-safety/clinical-risk-management-standards ] 

[bookmark: _Toc73098298]Clinical Risk Analysis
A total of 17 hazards were identified via consultation and the hazard workshop and mitigations of these arrived at. These are listed on the attached document and summarised in the table below. These mitigated hazards should be addressed in local implementations. 
As well as the hazard workshop, hazards were also identified during consultation on the standard. The consultations have consisted of multidisciplinary workshops, online surveys, a review of information models and implementation guidance and via the expert group. These workshops, surveys and communications included patient representatives as well as professionals from the medical and other Royal Colleges, specialist societies, nursing, midwifery, social care, allied health professions, health informatics professionals and vendors.
These hazards and their mitigations will need review by system vendors developing solutions in this area and healthcare organisations deploying such systems. They will need to revisit clinical safety and undertake their own clinical safety checks. This document assists that process but is not a substitute for it. This clinical safety case report is limited in its scope to the standard rather than a functional clinical IT system to which these standards normally apply. 
[bookmark: _Toc73098299]Clinical Risk Evaluation
In total 17 hazards were identified through using the SWIFT (Structured ‘What If’ Technique) method of hazard identification. This entailed description of potential hazard, patient safety consequences, explanation of hazard causes, identification of existing controls, an estimation/rating of clinical risk and suggested further mitigations.
Initially the risks were collectively rated in the hazard workshop and four of the identified hazards scored ‘3’ – an undesirable level of risk – with the remaining items scoring ‘2’ - an overall acceptable level of risk. Following suggested mitigations the score of one of these dropped to an acceptable ‘2’. Those hazards still scoring 3 are for mitigating actions in future  deployments of the standard as potential mitigations here are out of the scope of a standard.
[bookmark: _Toc73098300]Table 1 – Standard levels of risk
	5
	Unacceptable level of risk

	4
	Mandatory elimination of hazard or addition of control measure to reduce risk to an acceptable level

	3
	Undesirable level of risk. Attempts should be made to eliminate the hazard or implement control measures to reduce risk to an acceptable level. Shall only be acceptable when further risk reduction is impractical

	2
	Acceptable where cost of further reduction outweighs benefits gained or where further risk reduction is impractical

	1
	Acceptable, no further action required



Table 2 – Standard Risk Matrix used for scoring overall risk levels
	Likelihood
	[bookmark: RANGE!C2:C6]Very High
	3
	4
	4
	5
	5

	
	High
	2
	3
	3
	4
	5

	
	Medium
	2
	2
	3
	3
	4

	
	Low
	1
	2
	2
	3
	4

	
	Very Low
	1
	1
	2
	2
	3

	
	
	[bookmark: RANGE!D7:H7]Minor
	Significant
	Considerable
	Major
	Catastrophic

	


	
	Severity



Hazard Log
Below are two tables extracted from the Hazard Log detailing the hazards identified and their initial rating according to the scales above (Table 3) and then following implementation of suitable mitigations (Table 4).
Table 3 – Initial hazards identified and their rating
	Hazard Number
	Hazard Name
	Hazard Description
	Potential Clinical Impact
	Possible Causes
	Existing Controls
	Consequence
	Likelihood
	Risk

	1
	Significant data not shared in record
	Not all data important for the care of the patient may be available.
	Healthcare provider delivers inappropriate care based on missing clinical information causing the patient harm. 
	1) Not all data is included by design.
2) Core information model is incomplete- therefore missing an important heading.
3) Healthcare provider did not feel data was important or suitable to share.
4) Clinician assumes the shared record would contain safety significant data.
5) Complexity of the Personalised Care and Support Plan (PCSP) inhibits clinician sharing significant data. 
	Access to current local system data sources retained.
Content of PCSP extensively consulted on by PRSB to ensure all information deemed important to share would be shared.
	Considerable
	Low
	2

	2
	Incorrect or missing data or data are misinterpreted or represented incorrectly
	Data in the PCSP is incorrect, misinterpreted or represented incorrectly such as being under the wrong heading.
	Healthcare provider delivers inappropriate care based on incorrect clinical information.
	1) Incorrect data entered in source system and not corrected.
2) Information model in source system is misinterpreted/ not understood 
3) Logical data model is wrong leading to incorrect or missing data attributes.
4) Incorrect data cannot be corrected on LCR which is read only. Mechanisms for achieivng that are poorly developed.
5) Data processing and de-duplication loses important data item.
6) Headings have similar meanings so  users are unsure where to find the information they need  eg. About Me, Individual Requirements and Social Context; 
7) Consequence of different professional groups with different roles and emphasis in creating   electronic health and care records; 
8) Semantics and language difference between the different professions; 
9) PCSP model is inconsistent.
10) PCSP is defined by users wishes not clinical modelling of data that is already in source systems e.g need to manipulate existing data models.
	Access to current local system data sources retained.
Normal/usual professional. practice and accountability in relation to record keeing and curation of the record.
	Considerable
	Low
	2

	3
	Conflicting / contradictory information
	Two pieces of information directly conflict in shared record. Such as 'history of depression' and an entry for 'no past mental health history'
	Healthcare provider delivers inappropriate care based on mis information or appropriate care and treatment is delayed. 
	1) Data in one source may be more up to date or accurate than another. 
2) Lack of context and provenance of data items may make them appear conflicting.
3) Conflict between different patient care plans e.g. Advanced Rx dePCSPions and end of life care plans (hospice).
	Access to current local system data sources retained.
Normal/usual professional. practice and accountability in relation to record keeing and curation of the record.
	Considerable
	Low
	2

	4
	Poor quality data
	Data in source system is of poor quality. Good quality data should be Complete, Accurate, Relevant, Accessible, Timely and Consistent.
	Healthcare provider delivers inappropriate care based on mis information about the patient.
	1) Data is rejected by the database in the data cleaning process.
2) Data may be wrong - clinical or patient demographics
3) Data may be inconsistent. e.g.different entries for severity of disease on same day.
4) Provenance of data is not available to verify.
5) Inaccurate recording of date of event.
6) Data relates to different patient.
7) Important data recorded in unstructured manner.  
	Access to current local system data sources retained.
Normal/usual professional. practice and accountability in relation to record keeing and curation of the record.
	Considerable
	Low
	2

	5
	User cannot find data they need
	The information is in the shared record but is not found by the user
	Healthcare provider delivers inappropriate care based on incomplete clinical information.
	1) Core information model poorly laid out ;                                                                                                                       2) Data badly presented (GUI);                                                                                                               3) end user not able to use the system effectively potentially through lack of training,                                                                                                                            4) system not available,                                                                                                                     5) wrong patient,                                                                                                                                                                                                         6) Information not found because of volume of data.
7) lack of metadata, restricting searching and views
	Access to current local system data sources retained.
Normal/usual professional. practice and accountability in relation to record keeing and curation of the record.
	Considerable
	Low
	2

	6
	The context of the information is lost 
	Clinicians interpret information without understanding the context
	a)  misinterpretation of patient's diagnoses and problems; Wrong investigations, treatment and advice given; Appropriate investigations, treatment and advice not given or delayed; 
	1)This Personalised Care and Support Plan model shows data from all sources under defined headings. The elements of the items under each heading do not take into account the full amount of contextual data available. This may lead to hazards 4 and 5. Contextual data may be used to view a data item as part of a problem or part of an encounter for example and can therefore help to understand the provenance and context in which it was entered.
2) Losing the link to a source document . For example; Elements from the PRSB eDischarge Summary separated under different headings in the PCSP and links to whole document lost.
	NHS Digital is developing the Logical Data Model which will hold much of this "Meta data" and will determine how it can be viewed in the GUI. This is all out of scope of this safety case and will depend on full end to end testing of developed systems.
	Considerable
	Medium
	3

	7
	Risk of sharing confidential information inappropriately; 
	Risk of sharing confidential information inappropriately; Too little or too much
	Psychological harm to patient by confidential data being shared with inappropiate people. 
Not sharing data appropriately could lead to healthcare provider delivering inappropriate care based on missing clinical information leading to patient(s) harm.
	1) Healthcare provider worried about sharing data, GDPR etc;
2) Lack of granularity in RBAC in system, meaning inappropriate people have access;
3)Lack of granularity in sharing of individual data items;
4)Lack of patient confidence in system leading to refusal of consent to share;
	Professional accountability; audit; role based views; IG training;
	Considerable
	Low
	2

	8
	Patient sees information that they were not aware existed and might be sensitive
	Patient sees information which they were not aware of. 
a) This could be new results or diagnoses such as Cancer.
b)  It could also be descriptions of the patient or their habits, with which they would not agree or be aware of. Such as "Binge Drinker" or "Vulnerable Adult"  or "Adopted"
c) Third party data about for instance a parent.
	Psychological harm to patient and possibly significant others by sensitive information being shared that patient/ service user was not aware existed or was being shared. Adversely effects patients psychological and/ or social wellbeing and support network. 
	1) Results being added to shared record before having been reviewed by the healthcare user.
2) Shared data not being screened for third party or sensitive data.
	Professional accountability and training in good record keeping. 
	Considerable
	Medium
	3

	9
	Competent patient or their carer unable to understand information recorded in headings
	Where a copy of the record is shared with the patient - headings may be difficult to understand/interpret by patient
	Competent patient/carer fails to engage with healthcare system/ professionals. Patient is not empowered to self care and participate in their care. Adds to unnecessay patient and carer  anxiety.
	1) Unfamiliar context/terminology used in headings
2) Clinician fails to populate headings appropriately.
	Patient representatives on stakeholder groups.
	Significant
	Medium
	2

	10
	PCSP used out of scope.
	Information in the Personalised Care and Support Plan is used  for dePCSPion making beyond which it has been designed and assured for. 
	a) The  information influences the criteria for service provision;                                                b) Denial of services to patient
	1) Lack of understanding and controls about the purpose and limitations of the information.
2) Being used as the sole source of truth.
3) Data being used for purposes other than the purpose for which is was recorded.
4) Implementation guidance is not followed.
	None
	Considerable
	Medium
	3

	11
	Using locally developed codes
	Using local proxy codes which may not be properly interpreted.
	The code is not found on a search or does not trigger a decision support protocol. 
	1) There is not an appropriate code/ term available for the information that needs to be expressed so local codes are developed;   
2) Process for creating nationally agreed codes is difficult.
3) System suppliers and care providers have their own code space e.g. EMIS, hospitals.
	NHSD terminology services for developing and approving national codes;
National programmes, levers and incentives to use nationally approved codes e.g. GP contract, NHS contract, relevant ISNs;NHSD  implemention programmes ..
	Significant
	Medium
	2

	12
	Unstructured data may not be reviewed in a timely manner
	Data can exisit in both structured and unstructured form. The latter can be in documents making data more difficult to find.
	Important information about the patient may be missing from the decision making process; inappropriate or sub-optimal care planning and treatment/ interventions given; distressed patient
	1) Sections with unstructured data such as ' About Me' may not be reviewed in a timely manner
2) Some sections allow both structured and unstructured data such as 'Problem List' , the unstructured data may not be found as easily.
3) Unstructured data will not be found in searches.
	None
	Considerable
	Low
	2

	13
	Assumption that data will replace human interaction
	Users will rely on the data in the shared care record and not verify it with the patient and/ or other colleagues caring for the patient.
	Failure to discuss issues with the patient and build a therapeutic and shared understanding of the patients needs because of over reliance on the written shared record. May lead to sub-optimal care.
	1)Reliance on shared care record as the source of truth; 
2) Assumption that it is not necessary to take the history and verify the information in the record with the patient; 
3) Using the shared care record for decision support without appropriate input from the patient; 
	None
	Considerable
	Low
	2

	14
	Significant problems, diagnoses, conditions or procedures are not visible to healthcare user.
	Important clinical data is not found in the Problem list section either because it is not present or it is lost in the mass of data.
	Healthcare provider delivers inappropriate care causing the patient harm. 
	1) Difficulty in defining the list of important conditions and symptoms that should be shared;
2)  Classification of problems differ between professions and different types of professionals who  have responsibility for different types of problems; 
3) Primary care uses a problem orientated model where as secondary care uses an episode orientated model.
4) Primary care records don't distinguish between problems and diagnoses; 
5) Problems may be transient, acute, long term and depend on context; 
6)  Patient/ service user may have different view of what a problem is; 
7) Misinterpretation of where to look for a procedure. 
8) System supliers already have established methods of recording problems and diagnoses eg. EMIS defaults to making some data entries into problems.
	 Access to current local system data sources retained;
Professional responsibility to check relevant significant medical/ psychological/ social history about the patient/ carer at each care encounter -where relevent to the encounter;
	Considerable
	Medium
	3

	15
	Care plans are not up to date 
	The care plan has been superceded or updated elsewhere and not replicated in CIS
	Patient doesn’t receive the care they planned.
	1) A new care plan is created and is not shared e.g. advanced treatment decisions, end of life plans etc.
2) A care plan becomes obsolete and is not removed from the system.
3) Patient under the care of multiple organisations.
	 Access to current local system data sources retained;
Professional responsibility to check/ elicit relevant significant information about the patient/ carer at each care encounter -where relevent to the encounter;
	Significant
	Medium
	2

	16
	Modification to system and interconnecting system
	Changes made to systems may introduce unexpected defects in existing System
	Failure to correctly/fully communicate messages to a health care provider could contribute to a delay in care whilst a health care provider attempts to obtain information via alternative methods.  This could contribute to inappropriate delay in clinical care.
	1) System configuration changes, upgrades, bug fixes or maintenance releases. 
2) Interconnecting system configuration changes, upgrades, bug fixes or maintenance releases.
3) 
	None
	Considerable
	Low
	2

	17
	Patient data error in interconnecting systems (Out of scope for Middleware Manufacturer noted here for Health Organisation only)
	Local or National (e.g. Patient Administration System [PAS] or national Patient Demographic Service [PDS]) data may be missing, incorrect, incomplete, out of date or corrupt.
	A Health Organisation may act on inaccurate information. If not detected, this may lead to a patient experiencing a delay in clinical care, delay in contacting a patient requiring clinical care or clinical decisions being made on incorrect information.

Duplicate patient records may be created if the national equivalent of a local record cannot be found.
	1) Failure to identify duplicates of patients in local master patient Index. 
2) Missing, incorrect, incomplete, out of date or corrupt local data resulting in inability to identify patient or misidentification.
3) Inconsistency of patient record identifiers between interconnecting systems.
4) Data incorrectly entered into national records e.g. PDS multiple active (non end-dated) address records exist.
	None
	Considerable
	Low
	2



Table 4 – Residual risks with mitigation design and residual hazard risk rating
	Hazard Number
	Hazard Name
	Design
	Test
	Training
	BPC
	Consequence
	Likelihood
	Risk
	Summary of Actions/Notes

	1
	Significant data not shared in record
	Design of shared care record system and logical data model (out of scope); 
	End to end clinical testing
	Training in data entry and sharing in local system.
	 
	Considerable
	Low
	2
	This is additional to information in local existing systems. 

	2
	Incorrect or missing data or data are misinterpreted or represented incorrectly
	Design of shared care record system and logical data model (out of scope)
	End to end clinical testing
	Good professional practice and understanding of shared care record use.
	 
	Considerable
	low
	2
	Although out of scope it is important to flag that the shared care record is dependent on data from other sources and it is read only. Therefore it cannot be updated or corrected and should not be regarded as the source of the truth. The business process to query and update data needs to be defined.

	3
	Conflicting / contradictory information
	Design of shared care record system and logical data model (out of scope)
	End to end clinical testing
	Good professional practice and understanding of shared care record use.
	 
	Considerable
	Low
	2
	Although out of scope it is important to flag that the shared care record is dependent on data from other sources and it is read only. Therefore it cannot be updated or corrected and should not be regarded as the source of the truth. The business process to query and update data needs to be defined.

	4
	Poor quality data
	Design of shared care record system and logical data model (out of scope)
	End to end clinical testing
	Good professional practice and understanding of shared care record use.
	 
	Considerable
	Low
	2
	 

	5
	User cannot find data they need
	Design of shared care record system and logical data model (out of scope);
End user engagement in design (out of scope)
	End to end clinical testing
	Good professional practice and understanding of and training/ education in shared care record use.
	 
	Considerable
	Low
	2
	All mitigations - System design, workflow training; prof accountibility; comm and engagment; audit; exception mgt - record curation

	6
	The context of the information is lost 
	Design of shared care record system and logical data model (out of scope);
End user engagement in design (out of scope)
	End to end clinical testing
	None
	 
	Considerable
	Medium
	3
	There is an expectation that shared care records will develop other  views of the data to enable better understanding of the context and provenance of the information.
Transfer responsibility to shared care record owners.

	7
	Risk of sharing confidential information inappropriately; 
	Design of shared care record system and logical data model (out of scope)
IG strategy built into LCR programme
	End to end clinical testing
	a) Adequate training so staff are competent users of the system;                                                                             b) IG training;                                                                    c) Staff vigilance and audits 
d) Public engagement with development of local shared care records
                                     
	 
	Considerable
	Low
	2
	 

	8
	Patient sees information that they were not aware existed and might be sensitive
	Design of shared care record system and logical data model (out of scope)
Only posting data when it is reviewed; 
Mechanisms for patients to know who and how to make contact for support. 

	End to end clinical testing
	Understanding of and training/ education in shared care record use; For example importance of  making sure the patient knows what is on the system - e.g.  diagnosis of cancer;
Education and training to use appropriate language in record keeping;
	 
	Considerable
	Low
	2
	 

	9
	Competent patient or their carer unable to understand information recorded in headings
	Design of shared care record system and logical data model (out of scope)
Provide links to reliable resources for patients to consult.
	End to end clinical testing
	Provide training and guidance for clinicians in good recording practise and use of shared care records;
Training and education in using 'plain English';
	 
	Significant
	Low
	2
	 

	10
	PCSP used out of scope.
	Design of shared care record system and logical data model (out of scope)
Follow implementation guidance
	End to end clinical testing
	Understanding of and training/ education in shared care record use.
	 
	Considerable
	Medium
	3
	Transfer responsibility to shared care record owners

	11
	Using locally developed codes
	Design of shared care record system and logical data model (out of scope);
Implementation of national levers and incentives to adapt national coding system;
Ensure code development and maintenance is effective and responsive to care provider and IT system supplier needs;
 
	End to end clinical testing
	Education and training in coding best practice;
Provide opportunities for clinicians and others (e.g. clinical coders) to train as SNOMED- CT termiologists in their specialities;
	 
	Significant
	Low
	2
	 

	12
	Unstructured data may not be reviewed in a timely manner
	Design of shared care record system and logical data model (out of scope)
	End to end clinical testing
	Professional interaction; 
Eduaction in  understanding of the different professions roles and language semantics; 
Understanding of and training/ education in shared care record use.
	 
	Considerable
	Low
	2
	 

	13
	Assumption that data will replace human interaction
	Design of shared care record system and logical data model (out of scope)
	End to end clinical testing
	Professional accountability:
Understanding of and training/ education in shared care record use.
	 
	Considerable
	Low
	2
	 

	14
	Significant problems, diagnoses, conditions or procedures are not visible to healthcare user.
	Design needs to take account of the user role and views of data that they wish to see;
Further work needs to be done on what should be shared in this view. There is ongoing work in this area. 
	End to end clinical testing and overall clinical safety assurance. 
	Educate professionals about the differences in professionals use of language;
	 
	Considerable
	Medium
	3
	Semantics of language  - agree and publish 
There is still significant work to agree what this section will contain and how it is updated and curated.
Transfer responsibility to shared care record owners

	15
	Care plans are not up to date 
	Design of shared care record system and logical data model (out of scope); 
	End to end clinical testing. 
	Professional responsibility;
Understanding of and training/ education in shared care record use.
	 
	Significant
	Low
	2
	 

	16
	Modification to system and interconnecting system
	System design and maintenance:
	 
	None
	 
	Considerable
	Low
	2
	 

	17
	Patient data error in interconnecting systems (Out of scope for Middleware Manufacturer noted here for Health Organisation only)
	System design and maintenance:
	 
	None
	 
	Considerable
	Low
	2
	 



[bookmark: _Toc73098301]Test Issues
As this Clinical Safety Case report pertains to an information standard rather than a clinical IT system, live testing was not undertaken.  
[bookmark: _Toc73098302]Summary Safety Statement
The Personalised Care and Support Plan standard has been scrutinised by experienced groups of clinicians & specialists in the field of healthcare informatics. 
Hazards were identified through the consultation steps carried out to develop these standards and the hazard workshop. The consultations consisted of a multidisciplinary workshop, online survey and an expert user group meeting. These workshops, surveys and communications included patient representatives as well as professionals from Royal Colleges, specialist societies, nursing, midwifery, social care, allied health professions, health informatics professionals and vendors.
A total of 17 hazards were identified. None of these scored above 3 on the Risk Matrix, (see table 1, above) with 13 of them scoring 2, an acceptable level of risk, with existing controls and 14 scoring 2 following those existing controls. 
Those 3 items remaining at a score of 3 – an undesirable level of risk for which 'attempts should be made to eliminate the hazard or implement control measures to reduce risk to an acceptable level' – are beyond the scope of this standard as relate to system ‘known unknowns’ e.g. eventual system design not testable in the standard.
Vendors developing clinical IT systems and healthcare organisations deploying such systems will need to undertake their own hazard analysis and documentation to comply with the DCB0129 and DCB0160 respectively. This Clinical Safety Case report pertains to the standard only not any such clinical IT systems.
[bookmark: _Toc73098303]Quality Assurance and Document Approval
This document is as approved as dated on the front cover. Future changes to the standard will need to be followed through in respect of reviewing the hazards and updating this clinical safety case report.
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Hazards Log

		Hazard Number		Hazard Name		Hazard Description		Potential Clinical Impact		Possible Causes		Existing Controls		Consequence		Likelihood		Risk		Design		Test		Training		BPC		Consequence		Likelihood		Risk		Summary of Actions/Notes		Owner		Status		Comment?

		1		Significant data not shared in record		Not all data important for the care of the patient may be available.		Healthcare provider delivers inappropriate care based on missing clinical information causing the patient harm. 		1) Not all data is included by design.
2) Core information model is incomplete- therefore missing an important heading.
3) Healthcare provider did not feel data was important or suitable to share.
4) Clinician assumes the shared record would contain safety significant data.
5) Complexity of the Personalised Care and Support Plan (PCSP) inhibits clinician sharing significant data. 		Access to current local system data sources retained.
Content of PCSP extensively consulted on by PRSB to ensure all information deemed important to share would be shared.		Considerable		Low		2		Design of shared care record system and logical data model (out of scope); 
		End to end clinical testing		Training in data entry and sharing in local system.
				Considerable		Low		2		This is additional to information in local existing systems. 

		2		Incorrect or missing data or data are misinterpreted or represented incorrectly		Data in the PCSP is incorrect, misinterpreted or represented incorrectly such as being under the wrong heading.		Healthcare provider delivers inappropriate care based on incorrect clinical information.		1) Incorrect data entered in source system and not corrected.
2) Information model in source system is misinterpreted/ not understood 
3) Logical data model is wrong leading to incorrect or missing data attributes.
4) Incorrect data cannot be corrected on LCR which is read only. Mechanisms for achieivng that are poorly developed.
5) Data processing and de-duplication loses important data item.
6) Headings have similar meanings so  users are unsure where to find the information they need  eg. About Me, Individual Requirements and Social Context; 
7) Consequence of different professional groups with different roles and emphasis in creating   electronic health and care records; 
8) Semantics and language difference between the different professions; 
9) PCSP model is inconsistent.
10) PCSP is defined by users wishes not clinical modelling of data that is already in source systems e.g need to manipulate existing data models.		Access to current local system data sources retained.
Normal/usual professional. practice and accountability in relation to record keeing and curation of the record.		Considerable		Low		2		Design of shared care record system and logical data model (out of scope)		End to end clinical testing		Good professional practice and understanding of shared care record use.				Considerable		low		2		Although out of scope it is important to flag that the shared care record is dependent on data from other sources and it is read only. Therefore it cannot be updated or corrected and should not be regarded as the source of the truth. The business process to query and update data needs to be defined.

		3		Conflicting / contradictory information		Two pieces of information directly conflict in shared record. Such as 'history of depression' and an entry for 'no past mental health history'		Healthcare provider delivers inappropriate care based on mis information or appropriate care and treatment is delayed. 		1) Data in one source may be more up to date or accurate than another. 
2) Lack of context and provenance of data items may make them appear conflicting.
3) Conflict between different patient care plans e.g. Advanced Rx dePCSPions and end of life care plans (hospice).

		Access to current local system data sources retained.
Normal/usual professional. practice and accountability in relation to record keeing and curation of the record.		Considerable		Low		2		Design of shared care record system and logical data model (out of scope)		End to end clinical testing		Good professional practice and understanding of shared care record use.				Considerable		Low		2		Although out of scope it is important to flag that the shared care record is dependent on data from other sources and it is read only. Therefore it cannot be updated or corrected and should not be regarded as the source of the truth. The business process to query and update data needs to be defined.

		4		Poor quality data		Data in source system is of poor quality. Good quality data should be Complete, Accurate, Relevant, Accessible, Timely and Consistent.		Healthcare provider delivers inappropriate care based on mis information about the patient.		1) Data is rejected by the database in the data cleaning process.
2) Data may be wrong - clinical or patient demographics
3) Data may be inconsistent. e.g.different entries for severity of disease on same day.
4) Provenance of data is not available to verify.
5) Inaccurate recording of date of event.
6) Data relates to different patient.
7) Important data recorded in unstructured manner.  		Access to current local system data sources retained.
Normal/usual professional. practice and accountability in relation to record keeing and curation of the record.		Considerable		Low		2		Design of shared care record system and logical data model (out of scope)		End to end clinical testing		Good professional practice and understanding of shared care record use.				Considerable		Low		2

		5		User cannot find data they need		The information is in the shared record but is not found by the user		Healthcare provider delivers inappropriate care based on incomplete clinical information.		1) Core information model poorly laid out ;                                                                                                                       2) Data badly presented (GUI);                                                                                                               3) end user not able to use the system effectively potentially through lack of training,                                                                                                                            4) system not available,                                                                                                                     5) wrong patient,                                                                                                                                                                                                         6) Information not found because of volume of data.
7) lack of metadata, restricting searching and views		Access to current local system data sources retained.
Normal/usual professional. practice and accountability in relation to record keeing and curation of the record.		Considerable		Low		2		Design of shared care record system and logical data model (out of scope);
End user engagement in design (out of scope)		End to end clinical testing		Good professional practice and understanding of and training/ education in shared care record use.				Considerable		Low		2		All mitigations - System design, workflow training; prof accountibility; comm and engagment; audit; exception mgt - record curation

		7		Risk of sharing confidential information inappropriately; 		Risk of sharing confidential information inappropriately; Too little or too much		Psychological harm to patient by confidential data being shared with inappropiate people. 
Not sharing data appropriately could lead to healthcare provider delivering inappropriate care based on missing clinical information leading to patient(s) harm.		1) Healthcare provider worried about sharing data, GDPR etc;
2) Lack of granularity in RBAC in system, meaning inappropriate people have access;
3)Lack of granularity in sharing of individual data items;
4)Lack of patient confidence in system leading to refusal of consent to share;		Professional accountability; audit; role based views; IG training;		Considerable		Low		2		Design of shared care record system and logical data model (out of scope)
IG strategy built into LCR programme
		End to end clinical testing		a) Adequate training so staff are competent users of the system;                                                                             b) IG training;                                                                    c) Staff vigilance and audits 
d) Public engagement with development of local shared care records
                                     				Considerable		Low		2

		8		Patient sees information that they were not aware existed and might be sensitive		Patient sees information which they were not aware of. 
a) This could be new results or diagnoses such as Cancer.
b)  It could also be descriptions of the patient or their habits, with which they would not agree or be aware of. Such as "Binge Drinker" or "Vulnerable Adult"  or "Adopted"
c) Third party data about for instance a parent.		Psychological harm to patient and possibly significant others by sensitive information being shared that patient/ service user was not aware existed or was being shared. Adversely effects patients psychological and/ or social wellbeing and support network. 
		1) Results being added to shared record before having been reviewed by the healthcare user.
2) Shared data not being screened for third party or sensitive data.
		Professional accountability and training in good record keeping. 		Considerable		Medium		3		Design of shared care record system and logical data model (out of scope)
Only posting data when it is reviewed; 
Mechanisms for patients to know who and how to make contact for support. 


		End to end clinical testing		Understanding of and training/ education in shared care record use; For example importance of  making sure the patient knows what is on the system - e.g.  diagnosis of cancer;
Education and training to use appropriate language in record keeping;				Considerable		Low		2

		9		Competent patient or their carer unable to understand information recorded in headings
		Where a copy of the record is shared with the patient - headings may be difficult to understand/interpret by patient		Competent patient/carer fails to engage with healthcare system/ professionals. Patient is not empowered to self care and participate in their care. Adds to unnecessay patient and carer  anxiety.		1) Unfamiliar context/terminology used in headings
2) Clinician fails to populate headings appropriately.

		Patient representatives on stakeholder groups.		Significant		Medium		2		Design of shared care record system and logical data model (out of scope)
Provide links to reliable resources for patients to consult.
		End to end clinical testing		Provide training and guidance for clinicians in good recording practise and use of shared care records;
Training and education in using 'plain English';
				Significant		Low		2

		11		Using locally developed codes		Using local proxy codes which may not be properly interpreted.		The code is not found on a search or does not trigger a decision support protocol. 		1) There is not an appropriate code/ term available for the information that needs to be expressed so local codes are developed;   
2) Process for creating nationally agreed codes is difficult.
3) System suppliers and care providers have their own code space e.g. EMIS, hospitals.		NHSD terminology services for developing and approving national codes;
National programmes, levers and incentives to use nationally approved codes e.g. GP contract, NHS contract, relevant ISNs;NHSD  implemention programmes ..		Significant		Medium		2		Design of shared care record system and logical data model (out of scope);
Implementation of national levers and incentives to adapt national coding system;
Ensure code development and maintenance is effective and responsive to care provider and IT system supplier needs;
 		End to end clinical testing		Education and training in coding best practice;
Provide opportunities for clinicians and others (e.g. clinical coders) to train as SNOMED- CT termiologists in their specialities;
				Significant		Low		2

		12		Unstructured data may not be reviewed in a timely manner		Data can exisit in both structured and unstructured form. The latter can be in documents making data more difficult to find.		Important information about the patient may be missing from the decision making process; inappropriate or sub-optimal care planning and treatment/ interventions given; distressed patient		1) Sections with unstructured data such as ' About Me' may not be reviewed in a timely manner
2) Some sections allow both structured and unstructured data such as 'Problem List' , the unstructured data may not be found as easily.
3) Unstructured data will not be found in searches.		None		Considerable		Low		2		Design of shared care record system and logical data model (out of scope)		End to end clinical testing		Professional interaction; 
Eduaction in  understanding of the different professions roles and language semantics; 
Understanding of and training/ education in shared care record use.				Considerable		Low		2

		13		Assumption that data will replace human interaction		Users will rely on the data in the shared care record and not verify it with the patient and/ or other colleagues caring for the patient.		Failure to discuss issues with the patient and build a therapeutic and shared understanding of the patients needs because of over reliance on the written shared record. May lead to sub-optimal care.		1)Reliance on shared care record as the source of truth; 
2) Assumption that it is not necessary to take the history and verify the information in the record with the patient; 
3) Using the shared care record for decision support without appropriate input from the patient; 
		None		Considerable		Low		2		Design of shared care record system and logical data model (out of scope)		End to end clinical testing		Professional accountability:
Understanding of and training/ education in shared care record use.
				Considerable		Low		2

		15		Care plans are not up to date 		The care plan has been superceded or updated elsewhere and not replicated in CIS		Patient doesn’t receive the care they planned.		1) A new care plan is created and is not shared e.g. advanced treatment decisions, end of life plans etc.
2) A care plan becomes obsolete and is not removed from the system.
3) Patient under the care of multiple organisations.		 Access to current local system data sources retained;
Professional responsibility to check/ elicit relevant significant information about the patient/ carer at each care encounter -where relevent to the encounter;		Significant		Medium		2		Design of shared care record system and logical data model (out of scope); 		End to end clinical testing. 		Professional responsibility;
Understanding of and training/ education in shared care record use.				Significant		Low		2

		16		Modification to system and interconnecting system		Changes made to systems may introduce unexpected defects in existing System		Failure to correctly/fully communicate messages to a health care provider could contribute to a delay in care whilst a health care provider attempts to obtain information via alternative methods.  This could contribute to inappropriate delay in clinical care.		1) System configuration changes, upgrades, bug fixes or maintenance releases. 
2) Interconnecting system configuration changes, upgrades, bug fixes or maintenance releases.
3) 		None		Considerable		Low		2		System design and maintenance:				None				Considerable		Low		2

		17		Patient data error in interconnecting systems (Out of scope for Middleware Manufacturer noted here for Health Organisation only)		Local or National (e.g. Patient Administration System [PAS] or national Patient Demographic Service [PDS]) data may be missing, incorrect, incomplete, out of date or corrupt.		A Health Organisation may act on inaccurate information. If not detected, this may lead to a patient experiencing a delay in clinical care, delay in contacting a patient requiring clinical care or clinical decisions being made on incorrect information.

Duplicate patient records may be created if the national equivalent of a local record cannot be found.		1) Failure to identify duplicates of patients in local master patient Index. 
2) Missing, incorrect, incomplete, out of date or corrupt local data resulting in inability to identify patient or misidentification.
3) Inconsistency of patient record identifiers between interconnecting systems.
4) Data incorrectly entered into national records e.g. PDS multiple active (non end-dated) address records exist.		None		Considerable		Low		2		System design and maintenance:				None				Considerable		Low		2

		6		The context of the information is lost 		Clinicians interpret information without understanding the context		a)  misinterpretation of patient's diagnoses and problems; Wrong investigations, treatment and advice given; Appropriate investigations, treatment and advice not given or delayed; 		1)This Personalised Care and Support Plan model shows data from all sources under defined headings. The elements of the items under each heading do not take into account the full amount of contextual data available. This may lead to hazards 4 and 5. Contextual data may be used to view a data item as part of a problem or part of an encounter for example and can therefore help to understand the provenance and context in which it was entered.
2) Losing the link to a source document . For example; Elements from the PRSB eDischarge Summary separated under different headings in the PCSP and links to whole document lost.		NHS Digital is developing the Logical Data Model which will hold much of this "Meta data" and will determine how it can be viewed in the GUI. This is all out of scope of this safety case and will depend on full end to end testing of developed systems.		Considerable		Medium		3		Design of shared care record system and logical data model (out of scope);
End user engagement in design (out of scope)		End to end clinical testing		None				Considerable		Medium		3		There is an expectation that shared care records will develop other  views of the data to enable better understanding of the context and provenance of the information.
Transfer responsibility to shared care record owners.



		10		PCSP used out of scope.		Information in the Personalised Care and Support Plan is used  for dePCSPion making beyond which it has been designed and assured for. 		a) The  information influences the criteria for service provision;                                                b) Denial of services to patient		1) Lack of understanding and controls about the purpose and limitations of the information.
2) Being used as the sole source of truth.
3) Data being used for purposes other than the purpose for which is was recorded.
4) Implementation guidance is not followed.
		None		Considerable		Medium		3		Design of shared care record system and logical data model (out of scope)
Follow implementation guidance
		End to end clinical testing		Understanding of and training/ education in shared care record use.				Considerable		Medium		3		Transfer responsibility to shared care record owners


		14		Significant problems, diagnoses, conditions or procedures are not visible to healthcare user.		Important clinical data is not found in the Problem list section either because it is not present or it is lost in the mass of data.		Healthcare provider delivers inappropriate care causing the patient harm. 		1) Difficulty in defining the list of important conditions and symptoms that should be shared;
2)  Classification of problems differ between professions and different types of professionals who  have responsibility for different types of problems; 
3) Primary care uses a problem orientated model where as secondary care uses an episode orientated model.
4) Primary care records don't distinguish between problems and diagnoses; 
5) Problems may be transient, acute, long term and depend on context; 
6)  Patient/ service user may have different view of what a problem is; 
7) Misinterpretation of where to look for a procedure. 
8) System supliers already have established methods of recording problems and diagnoses eg. EMIS defaults to making some data entries into problems.		 Access to current local system data sources retained;
Professional responsibility to check relevant significant medical/ psychological/ social history about the patient/ carer at each care encounter -where relevent to the encounter;		Considerable		Medium		3		Design needs to take account of the user role and views of data that they wish to see;
Further work needs to be done on what should be shared in this view. There is ongoing work in this area. 		End to end clinical testing and overall clinical safety assurance. 		Educate professionals about the differences in professionals use of language;				Considerable		Medium		3		Semantics of language  - agree and publish 
There is still significant work to agree what this section will contain and how it is updated and curated.
Transfer responsibility to shared care record owners



































































































































































































































































































































































































































































































































































































































































































































Risk Matrix



				Likelihood		Very High		3		4		4		5		5				Severity Classification 		Interpretation		No. of Patients Affected

						High		2		3		3		4		5

						Medium		2		2		3		3		4				Catastrophic		Death		Multiple

						Low		1		2		2		3		4						Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term		Multiple

						Very Low		1		1		2		2		3

								Minor		Significant		Considerable		Major		Catastrophic				Major 		Death		Single

								Severity														Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term		Single



						Likelihood Category		Interpretation														Severe injury or severe incapacity from which recovery is expected in the short term		Multiple

						Very high		Certain or almost certain; highly likely to occur														Severe psychological trauma		Multiple

						High		Not certain but very possible; reasonably expected to occur in the majority of cases												Considerable 		Severe injury or severe incapacity from which recovery is expected in the short term		Single

						Medium		Possible														Severe psychological trauma		Single

						Low		Could occur but in the great majority of occasions will not														Minor injury or injuries from which recovery is not expected in the short term.		Multiple

						Very low		Negligible or nearly negligible possibility of occurring														Significant psychological trauma		Multiple

																				Significant 		Minor injury or injuries from which recovery is not expected in the short term		Single

								Risk Acceptability														Significant psychological trauma		Single

						5		Unacceptable level of risk														Minor injury from which recovery is expected in the short term		Multiple

						4		Mandatory elimination of hazard or addition of control measure to reduce risk to an acceptable level														Minor psychological upset; inconvenience		Multiple

						3		Undesirable level of risk. Attempts should be made to eliminate the hazard or implement control measures to reduce risk to an acceptable level. Shall only be acceptable when further risk reduction is impractical												Minor 		Minor injury from which recovery is expected in the short term; minor psychological upset; inconvenience; any negligible severity		Single

						2		Acceptable where cost of further reduction outweighs benefits gained or where further risk reduction is impractical

						1		Acceptable, no further action required
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